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GovInfoSecurity.com is a mere 10 months old, but we’ve already made our mark 

on how government information security news is covered. We couldn’t have 

debuted at a more fascinating time as a new administration moved aggressively 

to establish policies and processes to secure not only government systems but the 

nation’s critical IT infrastructure.

2009 was a year a promises. Will 2010 see those promises fulfilled? What you’ll 

read on the following pages is our take on five major cybersecurity challenges the 

federal government faces in 2010: 

Cybersecurity Coordinator: What Now?1. 

Recruiting a Cybersecurity Workforce2. 

FISMA Reform or Not3. 

Securing the Cloud4. 

NIST’s Growing Influence5. 

You’ll also get to sample our diverse coverage from the past year. We’re especially 

proud of the depth and wide range of our coverage and analysis, which we believe 

are appreciated by those with influence in Washington and across the country, 

and most importantly, our readers. In the past year, our podcast interviews 

have featured more than 50 influential lawmakers, government policymakers, IT 

security practitioners and cybersecurity though-leaders.

Please peruse the following articles, and visit us at GovInfoSecurity.com for not 

only our continuing coverage of government cybersecurity but to read other 

special reports that include our judgment on the top 10 government cybersecurity 

happenings of 2009 and the 10 people who will have the most influence over 

government IT security in the coming year.

Thanks.

Eric Chabrow
Managing Editor
GovInfoSecurity.com
echabrow@GovInfoSecurity.com

2009 Promises to Set the Stage  
For an Active 2010
a look at the highlights of the past year and the promises of the 

Coming one. 

letter from the editor
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Promises, Promises, the title of the burt 
bacharach and hal david hit song 

of 1968, comes to mind when mulling government 

cybersecurity as the first decade of the 21st century draws to 

a close. 

In 2009, President Obama promised to name a White 

House cybersecurity coordinator, Homeland Security 

Secretary Janet Napolitano promised to begin hiring 1,000 

new IT security pros, Sen. Tom Carper promised a new law to 

reform the Federal Information Security Management Act, 

Federal Chief Information Officer Vivek Kundra promised to 

get the federal government actively involved in secure cloud 

computing and the NIST Director Patrick Gallagher promised 

to evaluate whether to restructure the agency.

Will 2010 be the year these promises become reality? 

With that in mind, here are our five top government 

cybersecurity challenges of 2010.

 
1. Cybersecurity Coordinator: now What?

Taking seven months to name a White House 

cybersecurity coordinator was the easy part. Now the 

tough work begins as Howard Schmidt takes the lead in 

implementing President Obama’s cybersecurity initiatives. It 

could prove to be among the toughest and most thankless 

jobs in government. 

When Obama tapped Schmidt a few days before 

Christmas, the president directed his cybersecurity 

coordinator to develop a new, comprehensive cybersecurity 

strategy. 

“God knows, we need one,” said James Lewis, senior 

fellow at the public policy group Center for Strategic and 

International Studies and project leader of its Commission on 

Cybersecurity for the 44th Presidency, which issued a report 

that served as a blueprint for the White House’s cyberspace 

review. “The old one was dreadful and it hasn’t gotten any 

better, but the issue that we are going to face as a nation 

is that we have got a new global infrastructure that we are 

dependent on and we haven’t figured out a good way to 

have the government deal with it and normally what we 

would do is create some kind of new office, department, 

agency to look at this.”

Among other priorities Obama asked Schmidt to tackle:

Secure American critical information networks; • 

Ensure an organized, unified response to future cyber • 

incidents; 

Strengthen public-private partnerships here at • 

home and international partnerships with allies and 

partners; 

Promote research and development of next • 

generation of technologies; and 

Lead a national campaign to promote cybersecurity • 

awareness and education. 

Schmidt recognizes his role as a coordinator, and said 

fulfilling the president’s goals must be a team effort. 

“Because ultimately no one – not government, not the 

private sector, not individual citizens – can keep us safe 

and strong alone when it comes to cybersecurity, our 

vulnerability is shared,” Schmidt said in accepting the job. 

“And, so is our responsibility to ensure that our networks are 

secure, trustworthy and resilient. So, as I told the president, 

I’m committed to bring all these stakeholders together 

around a new, comprehensive cyber strategy that keeps 

America secure and prosperous.”

The biggest hullabaloo surrounding the White House 

cybersecurity adviser in 2009 – besides who would be 

named to the job – was it’s position within the White House. 

Schmidt reports through the National Security Council 

and Deputy National Security Adviser John Brennan, the 

NSC’s No. 2 leader. But the CSIS Commission recommended 

and some lawmakers propose giving the job more muscle 

through the creation of a White House Office of Cyberspace. 

Sen. Jay Rockefeller said the bill he’s cosponsoring with Sen. 

Olympia Snowe would have the cybersecurity adviser report 
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directly to the president. Others lawmakers say they’d like 

to assess the situation after the cybersecurity coordinator 

has been in his job for a period of time. “It’s sort of putting 

the cart before the horse, basically trying to legislate in a 

vacuum, and I don’t know that that’s the most productive 

way of determining what’s in our best interest at this stage,” 

said Rep. Yvette Clarke who chairs a House subcommittee 

with infosec oversight.

2. recruiting a Cybersecurity Workforce

The job offers for what could be among the first of 

1,000 new cybersecurity professionals to be hired by the 

Department of Homeland Security will go out in January, 

part of a concerted effort by the federal government to 

secure federal digital assets. 

“My top goal (for 2010), and nothing else even comes 

close, is to continue to add to the great core of human 

capital I’ve already got,” said Philip Reitinger, DHS deputy 

undersecretary of the National Protection and Programs 

Directorate and director of the National Cybersecurity 

Center. “There are no silver-bullet solutions here; we need 

people, we need process, we need technology. But of those, 

people are by far, the most important.”

But for Homeland Security or other federal entities 

such as the National Security Agency, the challenge to find 

qualified IT security experts will be tough. Simply, demand 

outpaces supply. How serious a problem does this present 

the government?

Government agencies not only compete against each 

other for the limited number of infosec experts, but the 

private sector as well, which can offer higher salaries. 

“There aren’t enough people to satisfy all the needs in 

the country and that is a significant problem for us,” said 

Dickie George, NSA’s Information Assurance Directorate 

technical director. 

Reitinger said the government needs to develop 

“ultimately no one – not 
government, not the private 
sector, not individual 
citizens – can keep us safe 
and strong alone when it 
comes to cybersecurity, our 
vulnerability is shared. … so, 
as i told the president, i’m 
committed to bring all these 
stakeholders together around 
a new, comprehensive cyber 
strategy that keeps america 
secure and prosperous.”

– White house Cybersecurity 
Coordinator howard schmidt

image

cover story

Howard Schmidt with President Obama
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innovative, collaborative approaches, not only among 

federal agencies, but between the government and the 

private sector to meet the human resources challenges to 

safeguard government systems.

To help alleviate that problem, though no one predicts 

it will be resolved this coming year, is legislation winding 

through Congress, the Cybersecurity Enhancement Act, 

that would provide scholarships to students who agree to 

work as cybersecurity specialists for the government after 

graduation. Students would promise to work an equal 

number of years for the government in which they receive 

the grant. “This is a good incentive, especially at a time 

when it’s becoming more and more expensive to go to 

college,” said Rep. Daniel Lipinski, the bill’s sponsor. “It’s just 

a good way of steering people to an area where we need to 

do better with producing people who have those skills.”

The Cybersecurity Enhancement Act also would fund 

faculty professional development and cybersecurity 

curricula development programs at U.S. colleges and 

university. That’s significant because of a shortage of 

qualified professors to teach cybersecurity. “A major 

capacity building bottleneck that affects all levels of 

educational and research needs is the production of 

PhDs in this area,” said Seymour Goodman, professor of 

international affairs and computing at the Georgia Institute 

of Technology, telling Congress the few PhDs working as 

cybersecurity educators and researchers are either newly 

minted or converts form other fields. “Building the doctoral 

ranks takes time.” 

That legislation also would require the president to 

assess the government’s cybersecurity workforce, including 

an agency-by-agency skills assessment. That dovetails with 

an Office of Personnel Management initiative to define 

cybersecurity jobs in government, something that doesn’t 

exist and is seen as an obstacle in recruiting infosec experts. 

“Because cybersecurity work is performed in many different 

positions and places throughout the federal government, it 

is not easy to identify them by looking solely at job titles or 

organization charts,” said John Berry, director of the Office 

of Personnel Management.

It’s a process the OPM will try to help remedy in the 

coming year. Late in 2009, OPM deemed as a high priority 

the development of competency models that would lead 

to IT security occupational classifications. Berry is asking 

departmental and agency chief human capital officers to 

provide his office by Jan. 15 documents that describe IT 

security positions, vacancy announcements, crediting plans, 

training plans, performance management plans and any 

studies or competency models of cybersecurity work in 

their departments or agencies, as well as information about 

agency recruitment efforts, challenges and outcomes.

3. fisMa reform or not

Don’t count on Sen. Tom Carper getting his birthday wish 

of President Obama signing his bill to reform the Federal 

Information Security Management Act of 2002 in a Rose 

Garden ceremony by his birthday, Jan. 23.

Major provisions of the measure, the United States 

Information and Communications Enhancement Act, 

would require direct federal agencies to use real-time 

metrics to determine the true security of their IT systems 

compared with the existing practice that requires them 

to show how they comply with FISMA rules. And, it would 

standardize across the government security configurations 

of commercial off-the-shelf IT products and services 

government agencies purchase. A bill being drafted in the 

House would do the same thing.

“there aren’t enough people 
to satisfy all the needs in 
the country and that is a 
significant problem for us.”

– dickie george, nsa
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But the Senate and House diverge on their approach 

to FISMA reform as well as the wider matter of governing 

cybersecurity within the federal government. The revised 

version of the U.S. ICE Act would have more authority than 

it did when first introduced to the Department of Homeland 

Security, including granting DHS the right to review, though 

not approve, the IT security budgets of other departments 

and agencies. And, Senate bill writers last summer removed 

a provision from the original measure to establish a 

White House Office of Cyberspace to coordinate federal 

cybersecurity policy. 

But a letter written by one of the sponsors of the House 

bill, Rep. Diane Watson, suggests the House bill will not 

grant DHS as much authority, citing “bureaucratic barriers” 

that included agency jurisdictional disputes, ineffective lines 

of authority and inadequate prioritization of protecting 

government cyberspace. “I am also concerned that recently 

appointed DHS leaders and administration stakeholders 

remain disorganized and entrenched in ongoing 

jurisdictional disputes that have historically prevented them 

from making the kind of critical changes that are necessary 

to remedy our cybersecurity deficiencies governmentwide,” 

said Watson, chair of the House Oversight and Government 

Reform Subcommittee on Government Management, 

Organization and Procurement.

Whether FISMA itself needs to be reformed has been 

questioned. New guidance from the National Institute 

of Standards and Technology provides steps government 

agencies can take to monitor IT security in near real time. 

“Legislation will come and legislation will go,” said Ron Ross, 

NIST senior computer scientist and FISMA implementation 

project leader. “We are making fundamental changes on 

the ground here that will significantly impact our federal 

agencies ability to protect their systems.”

Even without legislative change, the Federal Chief 

Information Officers Council has established a taskforce to 

develop new information security performance metrics that 

focus on outcomes. In a blog he coauthored, federal CIO 

Vivek Kundra said that FISMA “metrics need to be  

 

rationalized to focus on outcomes over compliance. Doing 

so will enable new and actionable insight into agencies’ 

information and network security postures, possible 

vulnerabilities and the ability to better protect our federal 

systems.” 

And, the Office of Management and Budget is considering 

implementing new metrics as part of the annual reporting 

processes by federal agencies required under FISMA that 

would involve, for the first time, real-time measurements 

to determine the security of IT assets. Comments on OMB’s 

plans are due in early January.

4. securing the Cloud 

Cloud computing hasn’t been on the radar for many of 

those charged with securing federal IT assets, but in the 

coming year it’s visibility is bound to rise. Even without any 

major government cloud project, two of five federal senior 

federal IT professionals surveyed by the think tank Ponemon 

Institute this past fall recognize the security challenges cloud 

computing presents. 

“Along the way, we will need to address various issues 

image

cover story

Ron Ross
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related to security, privacy, information management and 

procurement to expand our cloud computing services,” 

Federal CIO Vivek Kundra, the government’s biggest cloud 

computing champion, said at the launch of Apps.gov, an 

online storefront where federal agencies can purchase cloud 

computing services.

The advantages and disadvantages of cloud computing 

for government are detailed in a European Union report 

that has implications for the United States. “The cloud’s 

economies of scale and flexibility are both a friend and a foe 

from a security point of view,” the report said. “The massive 

concentrations of resources and data present a more 

attractive target to attackers, but cloud-based defenses can 

be more robust, scalable and cost-effective.”

Former FBI agent and GovInfoSecurity.com blogger Eric 

Fiterman sees cloud services as benefiting government 

agencies in secure data during distributed denial of 

services attacks. “Cloud computing services provide flexible 

hosting resources that can grow to accommodate a surge 

in demand,” Fiterman wrote. “Imagine if the agencies 

that were affected by the attacks had been sitting in 

the cloud when the malicious traffic started rolling in. … 

These providers likely have plenty of bandwidth to sustain 

the attack and provide service with little to no service 

disruption.”

The Computer Security Division of the National Institute 

of Standards and Technology is expected to issue guidance 

to help federal agencies securely employ cloud computing 

technology. “Everybody is very interested in ensuring 

security,” said Peter Mell, who is leading the drafting 

of NIST’s cloud computing guidance. “What I see most 

discussed is security compliance issues. Can I document 

it, implement it, test it and show that it meets the federal 

government requirements for the security assistance?”

5. nist’s growing influence

Congress thinks that the National Institute of Standards 

and Technology does such a good job in creating guidance 

to secure government information systems that it wants 

NIST to do more. The Cybersecurity Enhancement Act 

that’s before the House would increase the role of NIST in 

developing international cybersecurity technical standards. 

The measure also charges NIST with creating IT security 

awareness and education campaigns for the public, 

improving the interoperability of identity management 

systems to encourage more widespread use and developing 

an IT security checklist for agencies to use before acquiring 

IT wares. And, the various FISMA and cybersecurity 

governance legislation being drafted would give NIST the 

lead in developing new ways to judge the real-time security 

of government systems.

“I feel compelled to welcome these responsibilities, 

only because the need is so critical, so urgent,” said 

Patrick Gallagher, NIST’s new director. “One of the reasons 

cybersecurity is at top of everyone’s priority list is that 

information technology is so foundational to everything 

else. Cybersecurity is a key component as well.”

Gallagher pointed out that the 109-year-old NIST has 

its roots in measurement. “One thing I like about it for 

NIST, and why it fits so well,  is that we tend to focus on 

the standard development piece for NIST because of how 

FISMA was written,” Gallagher said. “But, of course, NIST 

is a measurement laboratory. The real goal here is to have 

security standards that are reduced to practice, that are put 

into meaningful use. And, therein lies the real measurement 

piece: how do you measure in a meaningful way security 

performance, how do you measure in a meaningful way  

risk, because the NIST standards are risk-based standards. 

That’s really where our technical activities are focused. 

Congress has supported NIST and expect that to continue. 

There’s a lot of the legislative interest on the Hill that 

is really focused on making sure that the right agencies 

are involved and their  roles are clear and they have the 

resources to carry out these mandates.”

And, to tackle these new goals, NIST may consider some 

type of restructuring. Gallagher said he has asked his top 

managers to reassess NIST’s organizational structure, a 
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move that could lead to its first reorganization in nearly two 

decades as early as this year.

In 2009, NIST Information Technology Laboratory Director 

Cita Furlani proposed a reorganization of the IT Lab to, in her 

view, provide better synergy among its various divisions to 

promote cybersecurity. She withdrew the plan after some 

NIST stakeholders objected that the IT Lab reorganization 

would weaken its Computer Security Division. Despite the 

setback, Gallagher praised Furlani’s efforts, and suggested 

the matter could be addressed again this year.

Some stakeholders want NIST to elevate the Computer 

Security Division to lab status, putting it on par with the IT 

Lab, an idea endorsed Rep. David Wu, who chairs a House 

panel with NIST oversight. “It’s a very important field that 

deserves a profile and the increase in access of both to 

senior management and to resources,” Wu said. But with 

10 labs, Gallagher said NIST already has too many; besides, 

creating a Computer Security Lab could harm the synergistic 

relations between the division and the IT Lab.  n

_________________________________________________
Read the complete article online: 
http://www.govinfosecurity.com/articles.php?art_id=2087

cover story
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BY ERIC CHABROW

President Barack Obama last May presented a 10-point 

near-term action plan aimed at securing the federal 

government’s and the nation’s critical IT infrastructure.

“This new approach starts at the top, with this 

commitment from me: From now on, our digital 

infrastructure — the networks and computers we depend on 

every day — will be treated as they should be: as a strategic 

national asset,” Obama said. “Protecting this infrastructure 

will be a national security priority. We will ensure that 

these networks are secure, trustworthy and resilient. We 

will deter, prevent, detect, and defend against attacks and 

recover quickly from any disruptions or damage.”

Though he said he would personally pick a cybersecurity 

adviser, no choice has been made. (In December, Obama 

named howard Schmidt as White House cybersecurity 

adviser.) That person, though, will not report directly to 

the president, which could disappoint those on Capitol Hill 

seeking a higher ranking adviser.

Still, initial reaction from Congress was positive, even 

among those who had hoped for a more senior-level 

cybersecurity adviser.

“This White House report is a good starting point 

for the work that lies ahead and incorporates many of 

the CSIS (Center for Strategic and International Studies) 

recommendations, including increased coordination 

between the private and public sectors and within various 

government agencies,” Rep. Jim Langevin, the Rhode Island 

Democrat who co-chairs the House Cyber Security Caucus as 

well as the CSIS’s Commission of Cybersecurity for the 44th 

Presidency said in a statement. “I am especially pleased to 

hear President Obama refer to our cyber infrastructure as a 

strategic national asset  and a top national security priority.”

president’s 10-point 
Cybersecurity action plan

“this new approach starts at 
the top, with this commitment 
from me: from now on, our 
digital infrastructure — the 
networks and computers we 
depend on every day — will 
be treated as they should be: 
as a strategic national asset. 
protecting this infrastructure 
will be a national security 
priority.”  — president obama

news

Administration On a New Path to Secure 
Key Digital Assets
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Karen Evans, who served as the de facto federal chief 

information officer for more than five years until January 

2009, said she was excited by Obama’s remarks, which 

recognize the importance of cybersecurity to the entire 

nation. What impressed her, she wrote in an e-mail 

message, was the coordination of IT security policy between 

the new cybersecurity director and the federal CIO and chief 

technology officer. Plus, she said, there’s accountability. 

“The difference I see now is there is one person the 

president will hold accountable to address this issue to 

ensure all aspects are being addressed throughout the 

country while also addressing the economic impact of any 

future policy direction,” she said.

The president assured Americans that the government 

will not monitor private-sector networks or Internet traffic. 

“We will preserve and protect the personal privacy and civil 

liberties that we cherish as Americans,” he said. “Indeed, I 

remain firmly committed to net neutrality so we can keep 

the Internet as it should be — open and free.”

In his White House speech, Obama said he plans to:

1. Appoint a cybersecurity policy official responsible 

for coordinating the nation’s cybersecurity policies and 

activities; establish a strong National Security Council 

directorate, under the direction of the cybersecurity policy 

official dual-hatted to the NSC and the National Economic 

Council, to coordinate interagency development of 

cybersecurity-related strategy and policy.

2. Sign off on an updated national strategy to secure 

the information and communications infrastructure. 

This strategy should include continued evaluation of 

Comprehensive National Cybersecurity Initiative activities 

and, where appropriate, build on its successes.

3. Designate cybersecurity as one of his key management 

priorities and establish performance metrics.

4. Designate a privacy and civil liberties official to the NSC 

cybersecurity directorate.

5. Convene appropriate interagency mechanisms to 

conduct interagency-cleared legal analyses of priority 

cybersecurity-related issues identified during the policy-

development process and formulate coherent unified 

policy guidance that clarifies roles, responsibilities, and the 

application of agency authorities for cybersecurity-related 

activities across the federal government.

6. Initiate a national public awareness and education 

campaign to promote cybersecurity.

7. Develop U.S. Government positions for an international 

cybersecurity policy framework and strengthen our 

international partnerships to create initiatives that address 

the full range of activities, policies, and opportunities 

associated with cybersecurity.

8. Prepare a cybersecurity incident response plan; initiate 

a dialog to enhance public-private partnerships with an eye 

toward streamlining, aligning, and providing resources to 

optimize their contribution and engagement.

9. In collaboration with other Executive Office of the 

news

image



 14 Copyright 2010 Information Security Media Group        January 2010 Information Security Media Group        January 2010 

President entities, develop a framework for research and 

development strategies that focus on game-changing 

technologies that have the potential to enhance the 

security, reliability, resilience, and trustworthiness of digital 

infrastructure; provide the research community access to 

event data to facilitate developing tools, testing theories, 

and identifying workable solutions.

10. Build a cybersecurity-based identity management 

vision and strategy that addresses privacy and civil liberties 

interests, leveraging privacy-enhancing technologies for the 

nation.

“The task I have described will not be easy,” Obama 

said. “Some 1.5 billion people around the world are 

already online, and more are logging on every day. Groups 

and governments are sharpening their cyber capabilities. 

Protecting our prosperity and security in this globalized 

world is going to be a long, difficult struggle demanding 

patience and persistence over many years.

“But we need to remember: We’re only at the beginning. 

The epochs of history are long — the Agricultural 

Revolution; the Industrial Revolution. By comparison, our 

Information Age is still in its infancy. We’re only at Web 

2.0. Now our virtual world is going viral. And we’ve only 

just begun to explore the next generation of technologies 

that will transform our lives in ways we can’t even begin to 

imagine.” n

_________________________________________________
Read the complete article online: 
http://www.govinfosecurity.com/articles.php?art_id=1503

“the epochs of history are 
long. ... We’re only at Web 
2.0. now our virtual world is 
going viral. and we’ve only 
just begun to explore the next 
generation of technologies 
that will transform our lives in 
ways we can’t even begin to 
imagine.” — president obama

news
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BY ERIC CHABROW

A newly revised U.S. Information and Communications 

Enhancement Act (U.S. ICE), if enacted as is, would grant the 

Department of Homeland Security unprecedented authority 

over the development of federal IT security policy.

The responsibility to oversee information security among 

federal agencies would shift to DHS from the White House 

Office of Management and Budget under revisions of the 

measure, nicknamed U.S. ICE, that updates IT security 

guidance detailed in the seven-year-old Federal Information 

Security Management Act (FISMA), according to a senior 

cybersecurity staff member on the Senate Committee of 

Homeland Security and Government Affairs.

The revision, finalized by committee staffers last summer, 

also eliminates provisions establishing a National Office of 

Cyberspace that would have been situated in the Executive 

Office of the President. Centering the development of 

cybersecurity policy in the White House was a main 

recommendation of a report from the Commission on 

Cybersecurity for the 44th Presidency, and backed by 

many IT security policymakers and practitioners and some 

lawmakers. But that provision seems to have fallen victim 

to mounting criticism that the White House was seeking too 

many “czars” in a wide range of policy areas.

Instead, U.S. ICE would grant most of the government’s 

IT security oversight to the secretary of Homeland Security 

and the department’s National Protection and Programs 

Directorate, the staffer said.

OMB wouldn’t lose all authority; it would retain the final 

say over budgeting matters. But under the revisions, DHS 

would review all departmental and agency cybersecurity 

giving homeland security  
More Cybersecurity authority

“already, the department 
of homeland security is 
the coordinating agency on 
cybersecurity. now, what 
you’re doing is drastically 
strengthening the role of dhs 
by putting into law and then 
also, giving them the ability 
to say, with fisMa, approve 
or not to approve agencies 
plans, controls, frameworks, 
the way they secure their 
systems.” —senate staffer 

Bill Shifts Power Away from White House

news
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spending plans and forward its recommendation to OMB.

The thinking behind shifting responsibility to DHS from 

OMB is that Homeland Security has the cybersecurity 

expertise whereas OMB’s proficiency is budgeting. “Already, 

the Department of Homeland Security is the coordinating 

agency on cybersecurity,” the staffer said. “Now, what you’re 

doing is drastically strengthening the role of DHS by putting 

into law and then also, giving them the ability to say, with 

FISMA, approve or not to approve agencies plans, controls, 

frameworks, the way they secure their systems.”

If enacted as revised, the bill would give the Homeland 

Security secretary and her subordinates, including the 

deputy undersecretary for national protection and program, 

wide latitude in developing metrics to judge whether federal 

government IT systems are secure.

The bill also continues the role of the National Institute 

of Standards and Technology as the key government agency 

to develop IT security guidance, but leaves it to DHS the 

decision which guidance has priority.

Among other provisions of U.S. ICE’s revision include, 

according to the staffer:

Creating an interagency cybersecurity council within • 

DHS to provide insight from various agencies on 

the development of federal cybersecurity policy. 

The senior person from each department or agency 

responsible for IT security would sit on the panel. In 

some agencies, that would be the chief information 

officer; in others, the chief information security 

officer. The idea of a CISO Council was forwarded 

before U.S. ICE was introduced by its sponsor, Sen. 

Tom Carper, the Delaware Democrat who chairs the 

Senate subcommittee with IT security oversight, 

but dropped from the original measure. At the time 

of the bill’s introduction, Carper said a CIO Council 

committee would address IT security concerns. 

 

Establishing baseline IT security standards, in • 

cooperation with IT vendors, for commercial off-

the-shelf products, with the aim of driving cost 

efficiencies. 

Forming a joint interagency group that includes DHS, • 

NIST and the Government Services Administration 

to establish common certification and accreditation 

framework for securing technologies, such as cloud 

computing. Agencies would not be allowed to 

establish their own C&A standards.

The staff revisions are not necessarily the final ones. The 

Senate Homeland Security Committee would hold a markup 

session where senators can make additional changes.

The staffer wouldn’t predict when the committee or 

the full Senate would vote on the measure. However, in an 

interview with GovInfoSecurity.com earlier this year, Carper 

predicted it would be signed by the president in the Rose 

Garden on his birthday, Jan. 23. n

_________________________________________________
Read the complete article online: 
http://www.govinfosecurity.com/articles.php?art_id=1711
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BY ERIC CHABROW

Sixty or so Washington-area federal information security 

practitioners drove onto the Gaithersburg, Md., campus of 

the National Institute of Standards and Technology (NIST) on 

an unusually balmy wintry morning. Putting aside any urge 

to remain outdoors, they headed toward the 10-story NIST 

administration building that towers above some two dozen 

other, mostly mid-rise structures scattered throughout the 

578-acre campus. Inside, government managers entered a 

lecture room, filling about three-quarters of the chairs facing 

the podium.

Taking turns, two NIST senior computer scientists Lee 

Badger and Peter Mell approached the podium to lecture 

on the information security implications of cloud computing 

and virtualization.

Five times a year, members of the Federal Computer 

Security Programs Managers’ Forum gather for 2½ hours 

in Gaithersburg to be briefed on challenges faced by those 

responsible for securing non-national security federal 

information systems.

Formed 20 years ago, the Forum’s membership has 

soared to about 700 from the initial 50, most joining this 

decade as e-Government initiatives began to take hold. 

Membership is free, and open only to federal government 

employees who manage their agencies’ IT security 

programs, and to some federal contractors with similar 

responsibilities. Though the Forum counts chief information 

security officers among its legions, most members are a pay 

grade or two below the CISO.

value from peer insights

Among the legions of the Forum’s growing membership 

is Elvis Moreland, an information assurance manager for 

the Air Force Reserves, who characterizes the Forum as “the 

one place to go” to collaborate with and learn from other 

information assurance managers.

Social Security Administration IT specialist Bob Burch 

echoes those sentiments, adding that he finds the forthright 

discussion among his colleagues and NIST’s insights on 

topics such as certification and accreditation and the trusted 

Internet connection “as another valuable security training 

tool for government security professionals.”

What five-year member Angela Turnbull likes most about 

the Forum is having the opportunity to share ideas with her 

counterparts elsewhere in government — managers she 

peer-to-peer: security Managers 
Collaborate through nist forum

five times a year, members 
of the federal Computer 
security programs Managers’ 
forum gather for 2 1/2 hours 
in gaithersburg to be briefed 
on challenges faced by those 
responsible for securing 
non-national security federal 
information systems.

Venue Provides Opportunity to Share Best Practices
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wouldn’t have contact with regularly. Through the Forum, 

the information systems security officer in the Office of 

Personnel Management’s Federal Investigative Services 

Division learned how other agencies implemented cross-

domain interfaces that proved useful when she helped 

develop strategies to secure the Clearance Verification 

System between OPM and the Office of the Director of 

National Intelligence. “Getting the chance to have candid 

conversations and brainstorm with other government 

IT security professionals on critical issues is the greatest 

benefit of the Forum,” Turnbull says.

NIST created the Forum to furnish federal information 

security managers with a channel to share best practices 

as well as a way for the Institute to provide directly to 

members its publications and expertise to help them fulfill 

the requirements of the Federal Information Security 

Management Act (FISMA).

The Forum also hosts the Federal Agency Security 

Practices website where information security practitioners 

can share best practices.

hot topics

NIST picks timely topics for its bimonthly sessions. Last 

fall, Mike Smith, program manager for Homeland Security’s 

trusted Internet connection initiative, addressed the Forum 

on the government’s efforts to reduce the number of 

external Internet connection in the federal government to 

fewer than 100 from more than 4,000. Fewer connections 

mean fewer avenues of entry for hackers.

At the Feb. 10 session, Mell explained that an advantage 

of cloud computing accessing data and applications over 

the Internet was greater resiliency; if one server goes 

down, another one will replace it, according to Forum chair 

Marianne Swanson, a NIST senior advisor on IT security 

management. (Because Forum meetings are closed to the 

public and press, Swanson provided some details on these 

sessions.) One disadvantage cloud computing presents is 

that applications and data accessed over the Internet could 

prove to be attractive targets for hackers. And, if an agency’s 

Internet connection fails, users wouldn’t have access to the 

cloud’s applications and data.

In a more technical briefing, Badger explained that the 

additional software required for virtualization in essence, 

having one machine act as multiple servers provides an 

“extra layer for defense and depth,” making the device 

harder to hack. The disadvantage: the extra software entails 

many lines of code, and if a bug were inserted, it could 

prove difficult to find and remediate.

A discussion followed both presentations, and this is 

why the press and public are barred from these sessions, so 

frank exchange of ideas can take place. “That’s the beauty 

of having it in a closed environment,” Swanson says. “The 

questions asked and the answers provided by an agency 

could be considered for official use only. Information is 

exchanged that wouldn’t normally be shared at a big 

conference with participants from outside of government.”n

_________________________________________________
Read the complete article online: 
http://www.govinfosecurity.com/articles.php?art_id=1220
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BY ERIC CHABROW

What’s most important about the job of presidential 

cybersecurity coordinator isn’t to whom it reports or how 

high on the White House organizational chart it appears, 

cybersecurity sage Howard Schmidt said a few months 

before President Obama tapped him for that job.

In an interview with GovInfoSecurity.com’s Eric Chabrow, 

Schmidt discusses the: 

Crucial role Obama’s cybersecurity coordinator will • 

play in managing federal IT security policy.

Challenges the federal government faces in • 

developing a cybersecurity culture.

Providing IT security with limited funds due to the • 

recession.

Need for international cooperation in battling cyber • 

threats. 

In the field of IT security, Schmidt has done it all. He 

spent more than 30 years in public service, including a stint 

as a White House special adviser on cyberspace security 

and as chief strategist for the US-CERT Partners Program at 

Homeland Security. He served on an IT privacy board that 

advises the National Institute of Standards and Technology, 

the Commerce Department and White House. 

In the private sector, Schmidt has held top IT security 

posts at Microsoft and eBay. An author of two IT security 

books, Schmidt has academic affiliations with Georgia 

Institute of Technology, Carnegie Mellon and Idaho State 

University. 

Schmidt was the first president of the Information 

Security Forum, an independent, not-for-profit association 

Confronting the it security Challenge
Howard Schmidt on Federal Cybersecurity

Howard Schmidt

image

interview
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aimed at harnessing the brainpower of public and private-

sector experts in IT security and risk management.

•••

GovInfoSecurity.com: President Obama announced two 

months ago, as you pointed out, that he was going to have 

a cybersecurity coordinator and one hasn’t been picked 

yet. There are some people who are concerned over two 

things: first, why it is taking so long and, second, where that 

person should be within the administration. A lot of people 

who support the President on his cybersecurity initiative 

are somewhat critical of him because they don’t feel that 

person will be high enough in his administration, as he calls 

it a “coordinator.” What is your view on that?

Howard Schmidt: Every organization has to decide what 

works best for them. This has been a long-term debate that 

we have seen once again in corporate environments, where 

is your security person? Is it better in the IT organization, 

is it better in the strategies organization, is it better in the 

finance organization? There are arguments to be made all 

over the place. I think the two key things that we need to 

worry about here is one, first and foremost, and that is the 

fact that this is a presidential imperative and the president 

recognizes that we have to do this right and we just can’t 

go out and sort of fill this for the sake of meeting some 

particular deadline.

On the same token, we have to make sure that the power 

of the office of the Executive Office of the President is 

behind it. So whether it is reporting to the national security 

adviser, national economic adviser or it is someplace else, 

as long as it has the ability to do what needs to be done to 

coordinate across the government agencies. If you look now 

what we have seen across the Department of Homeland 

Security and Energy and Defense and the FBI, we see a new 

cadre of highly professional people who are working these 

issues and have a new mandate, a new lease on life if you 

would, working it. ... These folks are in place doing what 

they need to do to make the environment more secure, not 

only for the government systems, which is rightly important, 

but also in working with their private sector partnerships.

When you talk about a coordinator, that is just take the 

good work that is being done to make sure that it is being 

prioritized across the various agencies to make sure that the 

resources that are necessary to help facilitate these things. 

Quite honestly, I have little concern about the timeframe 

or the position, just the fact that it has got the right people 

doing the right things and for the right reason. n

_________________________________________________
Read the complete interview transcript online: 
http://www.govinfosecurity.com/articles.php?art_id=1697

interview
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BY ERIC CHABROW

The Influencers is a continuing series of profiles of the people 

who shape federal government information security and 

privacy policy.

Why he’s an influencer

Since July 2008, John Streufert has headed the State 

Department’s implementation of continuous monitoring of 

its worldwide information networks, significantly reducing 

material weaknesses in State’s IT systems. By employing a 

scoring mechanism known as the Risk Scoring Program he 

helped devise, the amount of risk to State’s IT systems was 

reduced by 90 percent in one year.

The likes of Federal CIO Vivek Kundra and Sen. Tom 

Carper, author of FISMA reform legislation, hold up 

Streufert’s work as a model on how other agencies should 

seek new and more realistic ways of judging IT security, in 

contrast with current practices derived from the Federal 

Information Security Management Act that emphasizes so-

called “paper compliance” with Office of Management and 

Budget directives.

his experience

Streufert has served in technical management roles 

for the Agency for International Development, where he 

began implementing some of the practices adopted at 

State; the Federal Crop Insurance Corp.; Naval Shipyards 

and the Naval Sea Systems Command. In 2004, Streufert 

received the Distinguished Presidential Rank award and in 

2005 he attained the highest IT security score of the federal 

government as assessed by Congress. Streufert joined the 

State Department in July 2006 as deputy CIO and chief 

information security officer.

What’s said about him

John Gilligan, former Air force and Energy chief 

information officer:

“John Streufert ... understands how to balance security 

with other mission objectives. He’s not single focused; 

security is not the only thing State Department’s IT group is 

trying to achieve. He’s taken a very practical approach. He’s 

the influencers: John streufert
Deputy CIO for Security, Department of State

John Streufert
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not just trying to follow the law or the guidelines that NIST 

has put out. He’s trying to improve security, and he trying to 

look how to do that in most cost effective way, sort of a CIO 

perspective on where I can get the most benefit.

“What’s unique about John Streufert is that he has 

demonstrated how to use enterprise visibility and enterprise 

scoring as a way of encouraging the highly distributed 

organizations in the State Department. There are lots of 

embassies that technically do not come under the direct 

control of the CIO, yet by providing automated assessments 

and providing visibility and sending letters to the IT folks 

and ambassadors, saying this is your score and these are 

your problems, he’s been able to make dramatic progress in 

terms of getting them to focus on these important security 

issues.”

Sen. Tom Carper, D.-Del., on the Streufert-led IT security 

real-time monitoring initiative at State:

“Instead of spending money on ineffective paper-

based reports, the State Department decided to focus on 

developing a system that monitored their global networks 

on a continual basis. ... This was achieved by developing a 

system that makes sense, uses effective metrics and holds 

people accountable. In essence, the Department of State 

can prove they have better security at a fraction of the cost.”

in his own Words

on fisMa and beyond:

“What the current law concentrates on are snapshots of 

processes and compliance. No one can argue that there is 

zero benefit from this. There is a certain benefit to knowing 

what is connected to the network.”

“When I think what has happened over the last half a 

dozen years is that the security environment is changing so 

rapidly that some ongoing measurement of where progress 

is being made and lowering risk is also seen to be something 

very valuable to include. Almost all of the new proposed 

pieces of legislation that have been introduced or are now 

being evaluated ... respond to the fact that the security 

environment has become more dynamic and that some 

combination of more frequent scanning or more frequent 

penetration testing will undoubtedly be helpful to protect 

the .gov networks.”

on state’s continuous monitoring program:

“We are constantly taking these snapshots and 

highlighting what the very worst risks are at the top of 

the pile for our security professionals to change. ... When 

these worst risks were [brought] to the attention of security 

managers — there can be dramatic changes of risk getting 

rid of the worst problems first so that is probably a benefit 

of having the frequent scanning in combination with the 

highlighted attention to the worst risk.”

“The process of having a dashboard and continuous 

scanning gives a chance for not only the technical 

professionals at any particular location for the Department 

of State, an embassy or for the manager of a particular 

bureau in Washington, to know exactly where they are, both 

individually against these defined criteria, and also how they 

rack up in standing against their peers.” n

_________________________________________________
Read the complete article online: 
http://www.govinfosecurity.com/articles.php?art_id=1934

“John streufert understands 
how to balance security with 
other mission objectives. he’s 
not single focused; security 
is not the only thing state 
department’s it group is 
trying to achieve.”

—John gilligan,  
former air force and energy Cio
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BY ERIC CHABROW

Sooner or later, the next world war could occur 

in cyberspace. Or, has the global cyberwar already 

commenced?

Speaking at the International Telecommunications 

Union’s Telecom World 2009 in Geneva, ITU Secretary 

General Hamadoun Toure cautioned:

“The next world war could happen in cyberspace and 

that would be a catastrophe. We have to make sure that all 

countries understand that in that war, there is no such thing 

as a superpower. ... Loss of vital networks would quickly 

cripple any nation, and none is immune to cyberattack. ... 

The best way to win a war is to avoid it in the first place.”

Hamadoun’s observations on the likelihood of a global 

World War III, provided via the Agence France-Presse, may 

be a bit tardy, according to a West Point officer charged 

with training the next generation of Army officers on 

cybersecurity.

U.S. Army Lt. Col. Gregory Conti, an academy computer 

science professor at the U.S. Military Academy, said 

cyberwarfare isn’t as evident as a conventional war, but 

it’s just as real. In an interview I conducted for one of our 

podcasts, Conti said:

“I personally believe — cyberwarfare cold war, for 

sure — a full-out cyberwarfare war is ongoing now. Major 

companies that are being attacked aren’t really talking about 

it, but it’s going on. Information is being stolen, machines 

compromised; attacks are occurring on an incredible scale 

right now.”

That’s why every West Point graduate who enters the 

military must take at least two cybersecurity courses, 

regardless of the cadet’s major, and IT security is integrated 

into the curriculum of nearly every computer science course 

taught at the academy.

Cyberwar: sooner or later
Or, Has Global Cyberwar Already Commenced?

from the blogs

“the next world war could 
happen in cyberspace and 
that would be a catastrophe. 
We have to make sure that 
all countries understand that 
in that war, there is no such 
thing as a superpower.”

— international telecommunications 
secretary general hamadoun toure 
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But training young military officers in cyberwarfare 

might not be sufficient. In the interview, and in an article 

he co-authored, Conti proposes the establishment of a 

fourth military branch, a Cyberspace branch, to complement 

the Army, Navy and Air Force in defending our nation and 

interests. From the article, co-written with Army Col. John 

“Buck” Surdu:

“Adding an efficient and effective cyber branch alongside 

the Army, Navy and Air Force would provide our nation with 

the capability to defend our technological infrastructure and 

conduct offensive operations. Perhaps more important, the 

existence of this capability would serve as a strong deterrent 

for our nation’s enemies.”

But will a strong deterrent work in a world — a cyber 

world — where you not only can’t see the enemy, but don’t 

know where he or she is hiding? It must.  n

_________________________________________________
Read the complete article online: 
http://blogs.govinfosecurity.com/posts.php?postID=319

from the blogs
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Cyber threats moving at Internet speed are making it 

difficult for the government and the private sector to protect 

key digital assets, says Melissa Hathaway, the national 

security official who conducted President Obama’s 60-day 

cybersecurity review.

In the interview, Melissa Hathaway discussed:

The need to think creatively in employing technology • 

to defend critical systems. “We need to start to look 

at the technology of how certain things can be dual 

purposed.”

Getting government and the private sector to • 

collaborate on cybersecurity. “The private sector 

really needs to step up and help own the problem.” 

Resisting the urge to over regulate industry, and • 

instead using the government’s massive purchasing 

power to require security-ready IT wares. “Using 

procurement as a market lever is better than 

regulations.” 

President Obama in February assigned Hathaway to lead 

a wide-ranging, interagency review of the government’s 

cybersecurity plans and activities. Her review resulted in the 

administration’s cybersecurity policy agenda the president 

unveiled in May. 

Hathaway resigned her White House job in August, and 

shortly thereafter started the consultancy, Hathaway Global 

Strategies, and this fall joined the Belfer Center for Science 

and International Affair at Harvard University’s Kennedy 

School of Government as a senior adviser.

What Worries Melissa hathaway?
White House Cybersecurity Adviser on U.S. IT Defenses

Melissa Hathaway
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interview
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GovInfoSecurty.com: What worries you the most about 

the federal government’s and our nation’s cyber security 

posture? 

Melissa Hathaway: The thing that worries me the most 

is that the threat is outpacing our defenses at a volume and 

velocity never imagined. Without bringing together the best 

of government with the best of the private sector, we are 

going to continue to be behind in that threat posture and 

security posture. 

GovInfoSecurty.com: Our government is not doing 

enough to get that kind of collaboration going, or is it just 

something that takes time? 

Hathaway: It is something that takes time and I certainly 

feel that there is a sense of urgency every day that I read 

something else that has happened to our networks, either 

in the government or in the private sector, the amount of 

cybercrime that we are experiencing. There was a report 

just released out of the FBI that said that the United States 

has lost over $100 million this year to cybercrime and I know 

the statistics that I have currently been using are that the 

underground economy is more than $1 trillion dollars, and 

I think that that’s only a fraction of the losses that we are 

experiencing from just the private sector alone. 

It is important that we begin having a broader national 

dialogue of what is happening to our networks, both in the 

government and in the private sector and that we really 

start to translate it into what individuals can do, what 

corporations can do and what the government really needs 

to do to help secure our nation going forward.   n

_________________________________________________
Read the complete interview online: 
http://www.govinfosecurity.com/articles.php?art_id=1972

interview
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BY ERIC CHABROW

Few people understand the challenges Howard 

Schmidt faces in his new job as White House cybersecurity 

coordinator more than Melissa Hathaway.

Hathaway served as the White House acting senior 

director of cyberspace. Last February, President Obama 

asked Hathaway to conduct the administration’s 60-

day Cyberspace Policy Review, making her intimately 

familiar with federal government cybersecurity policies 

and processes. The review led to the creation of the 

cybersecurity coordinator post.

I e-mailed Hathaway, asking her what she thought of the 

Schmidt appointment. Here’s her response:

“Howard has a good mix of public and private sector 

experience. He has a challenging job ahead of him and is 

facing an urgent situation that needs strong leadership.”

And, what are his initial challenges? She said they fall into 

two categories: general and first quarter. Here’s what she 

wrote:

general Challenges

1. He must build relationships across a wide community: 

across the executive branch, in Congress, in the White 

House, with our allies. He also must build new relationships 

with the private sector. He needs to be seen as a coach, 

catalyst and “connector” and not be perceived as a czar or 

dictator.

2. He will need to communicate often and be transparent. 

He will need to explain what the situation is and how we are 

going to address it as a nation. I think that the White House 

blog is one way to communicate, but in order to reach many 

more, he will need to speak publicly.

Melissa hathaway’s advice 
to howard schmidt
Counsel to the new cybersecurity “czar” from the 
cyberspace policy review leader

from the blogs

“he must build relationships 
across a wide community: 
across the executive branch, 
in Congress, in the White 
house, with our allies. he also 
must build new relationships 
with the private sector. he 
needs to be seen as a coach, 
catalyst and ‘connector’ and 
not be perceived as a czar or 
dictator.” — Melissa hathaway
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3. He will need to learn the core missions and capabilities 

of the departments and agencies. They have matured and 

their missions have changed since the last time he served in 

the government.

Perhaps the best lens he could have into the “current-

state-of play” would be to visit the six joint centers of 

excellence to understand how the agencies are partnering 

and trying to address the problem. These centers are: 

Joint Task Force for Global Network Operations, Defense 

Cyber Crimes Center, National Threat Operations Center, 

U.S. Computer Emergency Response Center, Intelligence 

Community-Incident Response Center and the National 

Cyber Investigative Joint Task Force.

first-Quarter Challenges

1. Know what progress has been made against the top 

25 recommendations in the Cyberspace Policy Review. 

Understand the shortfalls and clearly advocate and demand 

for progress in the near term.

2. Know the critical path programs of the Comprehensive 

National Cybersecurity Initiative (CNCI) and help the 

departments and agencies advocate for the funding in the 

fiscal year 2011 (which begins Oct. 1, 2010) request before 

congress. This was one of the most important years for 

momentum in the CNCI as far as building capabilities and 

putting departments and agencies on stable footing.

3. Know the legislative landscape. By my last count, there 

were 36 pieces of legislation ranging from organizational 

responsibility, to addressing data breaches and loss of 

information, to international collaboration and efforts to 

prevent cybercrime. It will be very important to present a 

unified view of what is needed from our legislature—as I 

believe new laws are needed.

Schmidt’s job will not be easy, but one asset he has, 

according to Hathaway, is a strong White House staff:

“They have the corporate knowledge of the Cyberspace 

Policy Review as well as the evolution of CNCI. He has an 

extremely tough job ahead of him and I wish him success.” n

_________________________________________________
Read the complete interview online: 
http://blogs.govinfosecurity.com/posts.php?postID=394
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BY ERIC M. FITERMAN

If you’ve been thinking about moving your applications 

into the cloud but weren’t sure how to best justify the 

investment, you can probably thank the North Koreans for 

helping to write your business case.

The distributed denial of service (DDoS) attacks—

allegedly instigated by North Korea or its backers—that 

disrupted service for many federal agencies were successful 

because most of these agencies still publish web content 

on small, easily-saturated network links. Take a look at the 

two federal offices that were able to sustain the attack for 

the duration without loss of service—the websites for the 

White House and the Defense Department. It’s no mystery 

that the White House site sits on servers hosted by Akamai, 

a distributed content delivery network that provides geo-

centric services for content delivery. This means that a 

person accessing whitehouse.gov from San Francisco will 

talk to different servers than someone in Washington. The 

Akamai content network effectively load balances traffic, 

and this design was likely a key reason the White House 

wasn’t affected by the attacks. 

 

There are plenty of technical options available to help 

agencies move to platforms that are resilient against blunt-

force style attacks. ... Cloud computing platforms may be 

one approach to consider. 

While the definition of cloud computing is still under 

development, I consider Akamai to be truly one of the 

original architects of the cloud computing model (although 

you won’t find their site emblazoned with cloud computing 

marketing “hype”).

The capability that helped the White House fend off 

these attacks is closely related to another networking 

concept—Anycast networking. Anycast is a concept that 

allows the same content to be served from different physical 

and geographic locations. This is at the heart of the denial 

of service problem. When an attacker directs an army 

of rogue computers at a target website, the hosts are in 

different locations, but their collective traffic is aggregated 

to overwhelm the target. However, if each bot in this group 

Can Cloud defend against 
ddos attacks?
Flexible Hosting Resources Can Accommodate a 
Surge in Demand

from the blogs

“there are plenty of technical 
options available to help 
agencies move to platforms 
that are resilient against 
blunt-force style attacks. ... 
Cloud computing platforms 
may be one approach to 
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talks to a different server depending on its physical location, 

then you can reduce the overall effectiveness of the mob. 

This is an effective divide-and-conquer strategy that can help 

address the problem of DDoS attacks.

Similarly, cloud computing services, such as Google’s 

App Engine and Amazon’s Elastic Compute Cloud, or 

EC2, provide flexible hosting resources that can grow to 

accommodate a surge in demand. Imagine if the agencies 

that were affected by the attacks had been sitting in the 

cloud when the malicious traffic started rolling in. The ability 

to disrupt agency websites becomes a function of how much 

capacity Google and Amazon have to support the requests. 

These providers likely have plenty of bandwidth to sustain 

the attack and provide service with little to no service 

disruption.

There are plenty of technical options available to help 

agencies move to platforms that are resilient against 

blunt-force style attacks like DDoS. DDoS has been around 

for a while, and will continue to be used against federal IT 

systems until they are no longer effective. Cloud computing 

platforms may be one approach to consider.  n

Eric M. Fiterman is a former FBI special agent and 

founder of Methodvue, a consultancy that provides 

cybersecurity and computer forensics services to the federal 

government and private businesses.

_________________________________________________
Read the complete interview online: 
http://blogs.govinfosecurity.com/posts.php?postID=248



 32 Copyright 2010 Information Security Media Group        January 2010 

4 Independence Way | Princeton, NJ 08540 

ISMGCorp.com


